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AUTHORITY: Sec. 408 of Pub. L. 92-255, 88
Stat. 19, ss amended by sec. 303 (2), (b} of
Pub. L. 9$3-282, 8 Stat 137, 138 sec.
4(cXBXAS of Pub. L. 94-237, 90 Stat, 244
sec. ll1(eX3) of Pub. L. 94-381, 90 Stat.
2852; sec. 509 of Pub. L. 98-88, 93 Stat. §95;
sec, 973(d) of Pub, L. 97-35, 95 Stat. 598; and
transferred to sec. 527 of the Public Healith
Service Act by sec. 2(bX18XB) of Pub. L. 98-
24, 97 Stat. 182 and as amended by sec. 108
of Pub. L.-95-i01, 100 Stat. 807 (42 US.C.
290ee~3) and sec. 333 of Pub. L. 91 818, 84
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Soorcr 2 FR 21809, June 5, 1987, uniess
otherwise noted.

Subpart A—Introduction

§2.1 Statutcry suthority for confidential-
ity of drug abuse patient recorda,

The restrictions of these regulations
upon the disclosure and use ¢of drug
abuse patient records were initially au-
thorized by section 408 of the Drug
Abuse Prevention, Treatment, and Re-
habilitation Act (21 U.S.C. 1175). That
section as amended was transferred by
Pub. L. 93-24 to section 527 of the
Public Health Service Act which is
codified at 42 TUS.C. 290ee-3. The
amended statutory authority Is set
forth below:



§2.2

§ 290ee-3. CONPIDENTIALITY OF PATIENT
RECORDS,

(g} Disclosure authorizalion

Records of the identity, diagnosis, progno-
sis, or treatment of any patient which are
maintained in connection with the perform-
ance of any drug abuse prevention function
conducted, requlated, or directly or indirect-
1y assisted by any department or agency of
the Unitad States shall, except a8 provided
in subsection (e} of this section, be confiden-
tial and be disclosed only {or the purposes
and undcer the circumstances expressly au.
thorized ‘under subsection (b) of this sec-
tion.

(b) Pu. g cses and circumstances of disclo-
sure affecting consenling palien! and pa-
tie.if regardiess of consent

1)} The content of any r~cord referred to
in subseciion (&) of ti.is section may be dis-
closed in accordance with the prior written
consent of the patient witl) respect to whom
such record Is maintained, but only to such
extent, under syuch circumstances, and for
such purposes as may be allowed under reg-
wlations prescribed pursuant to subsection
(g) of this section.

(2) Whether or nct the patient, with re-
spect t0 Whom any givén record referred to
in subsection (a) of this section is main-
tained. gives his written consent. the con-
tent of such record may be disclosed as {ol-
lows:

{A) To medica] personnel to the extent
necessary {0 meel g bona fide medical emer-
gency.

{B) To qualified personnel for the purpose
of conducting scientific resesarch, manage-
ment audits, f{inancial audits, or program
evaluation, buf such personne! may not
ldentify, directly or indirectly, any individ-
ual patient {n any report of such research,
sudit, or evalustior, or otherwise disclose
patient identities in any manner.

+C) If authorized by an appropriate order
of a court of competent furisdiction granted
after av,ieation showing good cause .0, .re-
for. In assessing good cause the court ==l
weigh the public interest and the need for
disclosure against the injury to the patient,
to the physician-patient relationship, and to
the treatment services. Upon the granting
of such order, the court, in determining the
extent to which iny disciosure of all or any
part of any record {s pecessary, shall impose
appropriate safegusrds against unsuthor-
fzed disclosure,

(¢} Prohibition cgainst use of record in
making criminal charyges or investigation of
palient

Except as authorized by a court order
granted under subsection (bX2XC) of this
section, no record referred to in subsection
(2} of this section may be Used to injtiate or
substantiate any criminal charges against &
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patient or to conduct any investigation of &
patient.

{d) Continuing prohibition egainst disclo-
sure irresoective of yigius a8 patient

The prohibitions of this sectioa continue
to apply to records concerning uny individ-
usl who has been a patient, irrespective of
whather or when he ceases to be s atient,

(e) Armed Forcey and Veteran:' ddmints-
tration, interchange of records; report of
ruspected child abuse ard negiect Lo Stote or
loeal authorilies

The prohibitions of this section do nol
App.y to any Interchange of records..

(1) within the  Armed Forces or witrhin
those com sonents of the Veterans' Adminis-
tration furnishing health care to vetarans,
nr

{2) between su . h components and the
Armed Forees,

The prohibitions of this section do not
eoply to the reporting under State Iaw of in-
cidents of suspected child abuse and neglect
to the appropriate State or local suthorities,

() Pena’ty for first and subsequent of-
Sfenses

Any person who violates any provision of
this section or any regulation issued pursu-
ant to this section shall be {ined not more
than $500 {n the case of a first offense, and
not nore than $5,000 in the case of each sub-
sequent offense.

(g} Regulations; interagency consulta-
tiony, definilions, safeguards, aqnd proce.
dures, including procedures and eriteric for
issugnce and scope of orders

Except as provided in subsection ¢(h) of

this section, the Seeretary, alter consulta-
tion with the Administrator of Veterang' Af-
fairs and the heads of other Federal depart-
Jaents and agencies subc antially affected
thereby, shall prescribe regulations to carry
out the purpcses of this section. These regu-
lations may contain such definitionos, and
mzy provide for such safeguards and proce-
dures, including procedures and criteria for
the issuance and scope of orders under sub-
ssction (DX2XC) of this section, as in the
Judgment of th: Secretary Are necessary or
proper to effectuste the purposes pf this
section. to prevent circumvention or evasion
thereo!f, or to facilfiats compliance there-
with.
(Subsection (h) was superseded by section
111(eX3) of Pub. L. 94-581, The responsibil-
ity of the Administratlor of Veterans' Affairs
to write regulations to provide for confiden.
tiality of drug abuse patiant records under
Title 38 was moved from 21 T'.5.C. 1175 to
38 US.C. 4134

§ 22 Statutory authority for confidentiai-
ity of slcohol abus~ patient records.

The restrictions of these regulations
upon the disclosure and use of aleochol
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abuse patient records were initially au-
thorized by section 333 of the Compre-
bensive Alcohol Abuse and Alcoholism
Frevention. Treatment, and Rehabill.
tation Act of 1370 (42 U.S.C. 4582).
The section a5 amended was trans-
{erred by Pub. 1. 98-24 to section 523
of the Public Health Service Act
which iz codified at 42 U.S.C. 29044-3.
The amended statutory authority is
set forth below:

§ 280dd-3. CONYIDINTIALITY OF PATIENT
RICORDS

{8} Dizclosure authormzation

Records of the identity, diagnosls, progno-
sis, or treatinent of any patlent which are
maintained in connection with the perform-
ance of any program or activity relating to
altnholizrn o gleekol abuse educatio .
truining, treatment, rehabilitation, or re-
search, which is conducted, regulated, or d!-
rectly or indirectly assisted by any depart.
ment or agency of the United States shail,
except a3 provided in subsection (e) of this
section, be confidential and be disclosed
only for the purposes and under the circum.
stances expressiy authrrized under subsec.
ton (b) of this section.

() Purposes and circumsiances of disclo-
sure affecting consenting patient and pa-
tient regardless of consent

(1} The content of any record referred to
in subsection (a) of this section may be dls-
closed in accordance with the prior written
consent of the patisnt with respect to whom
such record is maintained, but only to such
extent, under such circumstarces, and for
such purposes as may be allowed under reg-
ulations prescribed pursuant to subsection
{g) of this section.

(2) Whether or not the patient, with re-
spect to whom any given record referred to
in subsection (a) of this section is main-
tained, gives his written consent. the con-
tent of such record may be diselosed as fol-
lows:

(a) To medieal nersonnel to the extent
Dec__Aury to meet 2 bona fide mmedical emer-
gency.

(B) To qualified personnel for the purpose
of conducting scientific research, manage-
ment audits, finarcial audits, or program
evaluation., but such personnel may not
{dentify, directly or indirectly, any individ-
usl patient {n any report of such research,
audit, or evaluation, or otherwise disclose
patient {dentities in any manner.

{C) If authorized by an appropriate order
of & court of competent jurisdiction granted
after application showing good cause thers-
for. In assessing good cause the court shall
weigh the public interest and the need for
disclosure against the injury to the patlent,
to the physician-patient relationship, and to
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the treatment services. Upon the granting
of such order, the court, in determining the
extent to which any disciosure of all or any
part of any record is necessary. shall impose
appropriste safeguards agalnst unsuthor-
{zed disclosure.

{¢) Prohibition gpainst use af record in
making eriminal charpes or investigation of
paflient .

Except as authorized by a court order
grantad under subsection (bX2XC) of this
section. no record referred to in subscetion
-a) of this section may be used to lnitiate or
substantiate any criminal charges against a

_patient or to conduct any Investigation of 2

patient.

(d) Continuing r hidition against disclo-
rure {rreypecrive of stotus at palieni

The ~rohibitions of thix section conlinuce
to apply to records concerning any indlvid-
r1l who has been a patient, irrespective of
whether or when he ceases to be 4 patient.

te) Armed Forcv:s and Veterans' Adminis-
tration. interche 1ge of record of suspected
chud abuse and neglect to State or loca! cu-
thonties

The prohibitions of this sectionr do not
apply to any interchange of records—

(1) within the Armed Foree. or within
those components of the Veterans' Adminis-
tration furnishing health care to veterans,
or

{2) between such components and the
Armed Forces. |

The prohibitions of this sectlen do nof
apply to the reporting under State law of in-
cidents of suspected child abuse and neglect
to the appropriate State or local authorities.

(I} Pemally for first gand substequemti of-
fenses

Any person who violates any provision of

his section or any regulation issued pursu-

ant to this section shall be fined not maore
than $500 (n the case of a first offense, and
not more than $5.000 In the case of each
subsequent offense.

(g) Regulations of Secretary; dafinilicons.
safeguards, and procedures, inciuding proce-
dures and crileriag for isruance and scope of
orders

Except 13 provided in subsection (i) of
this section, the Secretary shall prescribe
regulations to carry out the purposes of this
section. These regulations may contzin such
definitions, and may provide for such sale-
guards and procedures, including procedures
and criteria for the issuance and scope of
orders under subsection(®)}(2XC} of this sec-
tion, as in the judgment of the Secretary
are necessary or proper to effectuate the
purposes of this section, to prevent circum-
vention or evasion thereof, or to facilitate
compliance therewith,

(Subsection (h) was superseded by section
Niex4} of Puc. Lo %4-581. The responsibil-



§ 2.2
§ 280ee-3. CONTIDDNTLALITY OF PATIENT
RICORDS.

(&} Disclosure guthorization

Records of the identity, diagnosis, progne-
sis, or treatment of any patient which are
maintaized in conpection with tbe perforn-
ance of any drug abuse prevention funetion
canducted, regulated, or directly or indirect-
ly assisted by any department or agency of
the TUnited States shall, excent as provided
in subsection (&) of this section, be confiden-
tizl and be disclosed only for the purposes
and under the circumstances expressly au-
thorized under subsection (b} of this sec-
tion.

(b) Purposes and circumsiances of disclo-
sure affecting com..nting polient and po-
tieni! repardless of comaent

{1} The content of any record referred to
in subsection {a) of this section may be dis-
closed in sccordance with the prior writien
consent of the patient with respect to whom
such record is maintsined but only to such
extant, under such circumstances, and for
such purposes as may be allowed under reg-
wlations prescribed pursuant to subsection
{g) of this section.

(2) Whether or not the patient, with re-
spect to whom &ny given record referred to
fn subsection (a) of this section is main-
tzined. gives his written consent the con-
tent of such record may be disclosed a5 fol-
lows:

(A} To medical personne! to the extent
necessary (o meet & bona fide medical emer-
gency.

{B) To qualified personnel {or the purposs
of conducting scientific research. manage-
ment sudits, financial audits, or program
evaluation, but such personnel m=v not
idantify, directly or indirectly, any widivia-
ual patient in gny report of such resesrch,
audit, or evalustior, or otherwise disclose
oatient identities in any manner.

) I authorized by an appropriste order
aof a court of competent jurisdiction granted
after aoplication showing good cruse there-
for. In ke ...ing good cause the court shall
weigh the public intarest and the need for
disclosure against the injury to the patient,
to the physiclan-patient reistionship. and to
tise treatment services. Upon the granting
of such order, the court, {n determining the
extent to which iny disclosure of all or any
part of any record is pecessary, shall impose
appropriate safeguards against unauthor-
ized disclosure.

(¢} Prohibition apainit use of record in
making criminal charpes or inpestigelion of
patient

Except as authorized by » ecourt order
granted under subsection (hM2HC) of this
section, no record referred to in subsection
(a) of this section mzy be used to initiste or
substantiate any eririnal charges against a
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patlemt or to conduct any investigation of a
patient,

{d) Continuing prohibition against disclo-
sure irespective of status ay patienl

The prohlbitions of this section contioue
10 3pply Lo records concerning any individ-
utl who has been & patient, irrespective of
whether or when he ¢cesses to be a patient.

(e} Armed Forces and Vetergns' Adminis-
trotion: interchange of records’ report of ™
suspected child abuse and neplect to State or
loeal authorities

The prohibitions of this section do not
aDply to any interchange of records—

. (1)} within the Armed Porces or witrhin
those componénts of the Veterans' Adminis.
tration fu—ishing he=lth care to veterans,
or

(2) b= ween uch components and the
Armed }orees,

The p  ibjuons of this section do not
apply to the reporting under State law of in-
cidents of surnected child abuse and neglect
to the appropriate State or local authorities.

) Penalty for first and rubseguesnt of-
fenzes

Any person who violates any provision of
this section or any regulation issued pursu-
ant to this section shall be fined not more
than $50C in the case of » first offense, and
pot nore than 35,000 in the case of each sub-
sequent offense,

(g} Regulalions, inferogency consulic-
tions, definitions, safeguards, and proce-
dures, including procedures and criteria for
issuance and scope af orders

Excent ds provided in subsection (h} of

this saction, the Secretary, after consulta-
tlon with the Administrator of Veterans’ Af.
fairs and the heads of other Federal depart-
ments and agencies substantially affected
thereby, shall prescribe regulations to carry
o't the purpaeses of this sec*'on. These regu-
lations may contain such definitions, and
may provide for such safeguards and proce-
dures, including procedures and criteria for
the issuance and scope of orders under sub-
section (BX2XC) of this section, as in the
ludgment of the SecretAry are necessary or
proper to effectuate the purposes of this
section, to prevernt circumvention or evasion
thereof, or to facilliate compliance there-
with.,
(Subsection (h) was superseded by section
111(eX3) of Pub. L. 94-581. The responsibil-
ity of the Adminietrator of Veterans' Affairs
to write regulations to provide for conliden-
tiality of drug abuse patient records under
Title 3§ was moved {rom 21 T.8.C. 1175 to
38 U.5.C. £4134.)

§ 22 Statutory suthority for confidential-
ity of aicohol abuse patient records,.

The restrictions of these regulations
upon the disclosure and use of alcohol



§23

ity of the Administrator of Veterans' Affairs
to write regulations to provide for confiden-
tiality of alcohol abuse patlent records
under Title 38 was moved f{rom 42 U.S.C.
4582 10 18 U.8.C. 4134.)

£23 Purpose and effect

(&) Purpose. Under the statutory
provisions quoted In §§ 2.1 and 2.2,
these regulations impose restrictions
upon the disclosure and use of alcohol
and drug sbuse patient records which
are maintained in connection with the
performance of any federally assisted
alcohnl and drug abuse program. Toe
regulations specify:

(1) Definitions, applicability, and
general restrictions in Subpart B (defi.
nitions applicable to § 2.34 only appear
in that section);

(2) Disclosures which may be made
with written patient consent and the
form of the written consent in Sub-
part C;

{3) Disclosures which may be made
without written patient consent or ao
authorizing court order (n Subpart Dy
and .

(4) Disclosures and uses of patient
records which may be made with an
authorizing court order and the proce-
dures and criteria for the entry and
scope of those orders in Subpart E

(h)} Effect (1) These regulations pro-
hibit the disclosure and use of patient
records unless certain circumstances
exist. If any circumstances exists
under which disclosure s permitted,
that circumstance acts to remove the
prohibition on disclosure but it does
not compel disclosure. Thus, the regu-
lztions do not require disclosure under
any cireumstances,

(2) These regulations are not intepd-
ed to direct the manner in which sub-
stantive functions such as research,
treatment, and evaluation are carried
out. They are intended to insure that
an aleohol or drug abuse patient in a
federally assisted alcohol or drug
abuse program is not made more vul-
nerable by reason of the availability of
his or her patient record than an indi-
vidual who hazs an alcohol or drug
problem and who does not seek t{reat.
mens.

(3) Berause there {s 4 criminal pemal.
ty (a fine—see 42 U.5.C. 250ee-3(1), 42
US.C. 290dd-3¢(f) and 42 CFR §2.4)
for violating the regulations, they are
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to Be construed strictly in favor of the
potentia! violator {n the same manner
as 8 criminal statute (see M. Krous &
Brothers v. United States, 327 U.S. 614,
631-22, 66 S. Ct. 705, 707-08 {1846)),

§24 Criminal penslty for violation.

Under 42 US.C. 250ee-3(f) and 42
T.8.C. 2504d-3(1), any person who vio-
lates any provision of those statutes or
tliese regulations shall be fined not
more than $500 {n the case of a first
offanse, and not more than $5,000 in

_the case of each subsequent offense.

£ 25 Rerarts of violations.

(a) The report of any violation of
these regulations may be directed to
the United States Attorney for the ju.
dicial distriet In which the violation
QCours.

(b} The report of any viclation of
these regulations by a methadone pro-
gram may be directed to the Regional
Qffices of the Food and Drug Adminis-
tration

Subpoart E~~General Provisions

§2.11 Definitions.

For purposes of these reguiations:

Alcohol abuse means the use of an
aleoholic béverage which impairs the
physical, mental, emotional, or social
well-belng of the user,

Drug abuse means the use of a psy-
choactive substance for other than
medicinal purposes which impairs the
physical, mental, emotional, or socizl
well-being of the user,

Diggnosis means any reference to an
individual’s alcohol or drug abuse or to
¢ condition which is identified as
having been caused by that abuse
which is made for the purpose of
treatment or referral for treatment.

Disclose or disclosure means a com-
murication of patient indentifying in-
formation, the atffirmative verification
of another person’s communication of
patient identifying information, or the
communication of any information
{rom the record of a patient who has
been {dentified. .

Informant means an individual:

(a} Who is a patient or employee of
A program or who becomes a patient
or employee of a program at the re-
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quest of a law eniorcement agency or
official: and

(b} Who at the request ¢f a law &n-
forcement agency or officlal observes
one or more patients or employees of
the program for the purpose of report-
ing the information obtained to the
law enforcement agency or official.

Patten! means any individual who
has applied for or been given diagnicsis
or treatment for alcohol or drug abuse
at a federally assisted program and In-
cludes any individual who, after arrest

on & crirmninal charge, is ldentified as.

an alechol or drug abuser in order to
determine that individual's eligibility
to participate In a program.

Potient identifyring information
means the name, address, social securi-
ty number, fingerprinis, photograph,
or similar information by which the
identity of a patient can be deter-
mined with reasonable accuracy and
speed either directly or by reference to
other publicly available information.
The term deoes not include a number
assigned to a patien?: by a program, if
that number does. not consist of, or
contain numbers {such as a social secu-
rity, or driver’s license number) which
could be used to identify a patient
withh raasonable accuracy and speed
from sources external to the program.

Person means an individual, partner-
ship, corporaticn, Pederal, State or
local government agency, or any other
legal entity.

Program meanhs a person which in
whole or in part holds itself out as
providing, and provides, alcohol or
drug abuse diagnosis, treatment, or re-
ferral for treatment. For a general
medical care facility or any part there-
of to b2 a program, it must have:

(2} An identified unit which provides
alcr*™~1 or drug abuse diagnosis, treat-
ment, or referras for treatment or

(b) Medical personnel or other staff
whose primary function is the provi-
sion of alcohol or drug abuse diagno-
sis, treatment, or referral for treat-
ment and who are identified as such
providers.

Progrom director means:;

(a) In the case of a program which is
an individual, that individual:

{b) In the case of a progr—= which is
an organization, the individual desig-
nated as director, managing director,

§2.12

or otherwise vested with authority to
act as chief executive of the organiza.
tlon.

Qualified serrice
means a person which:

(a) Provides services to i program,
such as data processing, bill eollecting,
dosage preparation, laboratory anpaly-
ses, .or legal, .medical, accounting, or
other professional services, or services
to prevent or treat child abuse or ne-
glect, including training oo nutrition
and child care and individual wno

organization

_group-therapy,and .

{b) Has entered into a written agree-
ment with a »rogram upder which
that persca: '

(1) Acknowledges that in receiving,
storing, processing or ostherwise deal.
ing with any patient records from the
progams, it [s fully bound by these
regulations; and

(2) I necessary, will resist {n judicial
proceedings any efforts to obtain
access to patient records except as per.
mitted by these reguiations.

Records means any iaformation,
whether recorded or not, relating to a
patient received or acquired by a fed-
erally assisted alcohol or drug pro-
gram.

Third party payer means a person
who pays, or agrees to pay, for dlagno-
sis or treatment furnished to a patient
on the basis of 2 contractual relation
ship with the patient or a member of
his family or on the basis of the pa-
tient’s eligihility for Federal, State, or
local governmental benefits.

Treatmen! means the management
and care of a patient suffering from
alcohol or drug abuse, a condition
which is identified as having been
caused Ly that abuse, or both, in order
to reduce or eliminate the adverse ef-
fects upon the patient.

Undercover agen! means an officer
¢of any Federal, State, or local law en-
forcement agency who enrolls in or be-
comes an employee of a program for
the purpose of investigating a suspect-
ed violation of law or who pursues
that purpose after enrclling or becom.-
ing employed for other purposes.

§2.12 Applicability.

(a) General—{l) Resiriction: on dis-
closure. The restrictions on disclosure
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in these regulations apply to any in-
formation, whether or not recorded,
which:

({) Would {dentify a patient as an al-
cohol or drug abuser either directly,
by reference to other publicly avail-
able Information, or through verifica-
tion of such an ldent{fication by an-
other person; and

(1) Is drug abuse Information ob-
tained by & federally assisted drug
abuse program alter March 20, 1972,
or Iz alcohol abuse information ob-
tained by a federally assisted alcohol
abuse program after May 13, 1974 (or
if obtained before the pertinent date,
1s maintained by a federally assisted
g'cohol or drug abuse srogram after
that date as part of ar ongoing treat-
ment episode which extends past that
date) for the purpose of treating aleco-
hol or drug abuse, mazing a diagnosis
for that treatment, or making a refer-
ral for that treatment.

(2) Restriction on use. The restric-
tion on use of information to initiste
or substantiate any criminal charges
against 8 patient or to conduct any
criminal investigation of a patient (42
U.8.C. 290ee-3(c), 42 U.S.C. 280dd-
3(cy) applies to any Information,
whether or not recorded which is drug
abuse information obtained by a feder-
ally assisted drug abuse program after
March 20, 1972, or i{s alcohcl abuse in-
formation cbtained by a federally as-
sisted alcohol abuse program after
May 13, 1974 (or if obtained before the
pertinent date, is maintained by a fed-
erally assisted alcohel or drug abuse
nrogram after that date as part of an
ongolng treatment episode which ex-
tends past that date), for the purpose
of treating alcohol or drug abuse,
maki, g a dlagnosis for the treatment,
or making a referral for the treat.
ment. '

(b} Federul assistance. An alcohol
abuse or drug abuse program Is consid-
ered to be federally assisted if:

(1) It is conducted in whole or in
part, whether directly or by contract
or otherwise by any department or
agency of the United States (but see
paragraphs (c)l) and (¢eX2) of this
section relating to the Veterans' Ad-
ministration and the Armed Forces);

{2) It is being carried out under a U-
cense, certification, registration, or
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other authorization granted by any
department or agency of the United
States including but not limited to:

({) Certification ¢f provider status
ander the Medicare program:;

(i) Authorization to conduct metha-
dopne maintenance treatment {see 21
CFR 291.505); or

{iii) Registration to disperse a sub-
stance under the Controlled Sub-
stances Act to the extent the con.
trolled substance is used in the ireat-
ment of alcohol or drug abuse;

(3) It'Is supported by funds provided
by any -“epartment or agency of the
Tnited States by being:

(1) A recipient of Federal financial
assistance in auy form. including fl-
nancial assistance which does not di-
rectly pay for the alcohol or drug
abuse diagnos's, treatment, or referral
activities; or

(i1) Ceonducted by a State or local
government unit which, through gen-
<«ral or special revenue sharing or
other forms of assistance, receives
Federa! funds which could be (but are
not necessarily) spent for the alcohol
or drug abuse program: or

{4) It is assisted by the Internal Rev-
enue Service of the Department of the
Treasury through the allowance of
income tax -deducticas for contribu-
tions to the program or through the
granting of tax exempt status to the
program.

() Excentions—{(1) V- ‘erans’ Admin-
istration. These regulations do not
apply to Information on aleohol and
drug abuse patients maintained in con-
neciion with the Veterans' Adminis-
traton provisions of hospital care,
nursing home care, domiciliary care,
and medical services under Tii.c 38,
United States Code. Those records are
governed by 38 U.S5.C. 4132 and regula-
tions issued under that authority by
the Administrator of Veterans' Af-
fairs.

(2) Armed Forces. These regulations
apply to any information described in
paragraph (a) of this section which
was obtained by any component of the
Armed Forces during a period when
™ e patient was subject to the Uniform
Code of Military Justice except:

({) Any interchange of that informa-
tion within the Armed Forces; and

L-Ab\-:- i
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(i) Any interchznge of that Informa-
tion between the Armed Forces and
those components of the Veterars Ad-
ministration furnishing health care ¢
veterans,

(3) Communication within g pro-
gram or between a program and an
entity heving direct administrative
control over that program. The restric-
tions on disclosure in these regulations
do not apply to communications of In-
formation between or among person-
nel having a heed for the information
in connection with their duties that
arise out of the provision of diagnosis,
treatment, or referral for treatment of
alcohol or drug abuse if the communi-
cations aze

{1) Within a program or

{ii) Between a program and an entity
that has direct administrative control
over the program.

(4) Qualified Service Organizations.
The restrictions on disclosure in these
regulations do not apply to communi-
cations between 4 program and a
qualified service organization of infor-
mation needed by the organization to
provide services to the program.

(5) Crimes on program premises or
against program perscnnel The re.
strictions on disclosure and use in
these regulations do not apply to com-
munications from program personnel
to law enforcement officers which—

(1) Are directly related to a patient’s
commission of a crime on the premises
of the program or against program
personnel or to a threat to commit
such a ¢rime; and

(ii) Are limited to the circumstances
of the (neident, inciuding the patient
status of the indi..2ual committing or
threatening to commit the crime, that
individual's name and address, and
that individual's last known where.
abouts.

{6) Reportls of suspected child abuse
and neglect The resirictions on disclo-
sure and use n these regulations do
not apply to the reporting under State
law of incidents of suspected child
abuse and negiect to the appropriate
State or local! authorities. However,
the restrictions continue to apply to
the original alechol or drug abuse pa-
tient records maintained by the pro-
gram including their disclosure and
use for civil or criminal proceedings

§212

which ray arise sut of the report of
~uspected child abuse and neglect.

(d) Applicability to recipients of in-
Jormation—(1l) Restriction on use of
information. The restriction on the
use of any information subject 1o
thesa regzulations to initiate or sub-
stantiate any criminal charges against
1 patient or to conduct any criminal
investigation of a patient applies to
any person who obtains that informa-
tior frorm a federally assisted alcohol

- or - ug abuse program; regardless of

the .tatus of the person ¢btaining the
infcrmation or of whether the infor-
mation was obtained in accordance
with these regulations. This restric-
{lon on use bars, among other things,
the introduction of that Inforation
as evidence in a criminal proceeding
and any other use of the information
to investigate or prosecute a patient
with respect to a suspected crime. In-
formation obtained by undercover
agents or informants (see §2.1M or
through patient access (see § 223) is
subject to the restriction on use.

(2 Restrictions on disclosures—
Third party pavers, administrelive en-
tities, and others. The restrictions on
disclosure in these regulations apply
to: ’

{{y Third party payers with regard to
records disclosed to them by federally
assisted alcohol or drug abuse pro-
grams;

(ii) Entities having direct adminis-
trative control over programs with
regard to information communicated
to them by the program under
§2.12(eX3); and

(i) Perscns who receive patient
records directly from a federally as-
sisted alcohol or drug abuse program
and who are notified of the restric-
tions on redisclosure of the records in
accordance with § 2.22 of these regula-
tions.

(e) Explanation of applicability—(1)
Coverage. These regulations cover any
informartion (including information on
referral and intake) about alcohol and
drug abuse patients obtained by 3 pro-
¥rem (as the terms ‘“‘patient” and
“program’’ are defined in § 2.11) if the
program is federally assisted in any
manner described in § 2.12(h). Cover-
age inciudes, but is not limited to,
those treatment or rehabilitation pro-

l‘uge 8
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grams, employee assistance programs,
programs within general hosoitals,
school-based programs. and private
practitioners who hold themseives cut
&5 providing, and provide alechol or
drug abuse diagnosis, treatment, or re.
ferral for treatment. . )

(2) Federcl assistance Lo program re-
gquired. If a patient's alcohol or drug
abuse diagnosis, treatment, or referral
for treatment is not provided by a pro-
gram which is federally conoducted,

regulated or supported in & manner

which constitutes Federal assistance
“nder § 2.12(b), that patient’s record is
not covered by these regulations.
Thus, {t is possible Ior an individual
patient to benefit from Federal sup-
port and not be covered by the confi-
dentiality regulations because the pro-
gram in which the patient is enrolied
Is not federally assisted as defined in
§$2.12(b). For exampie, ¥ a Federal
court piaced an individual in a private
for-profit program and made a pay-
ment to the program on behalf of that
individual, that patient's record would
not he covered by these regulations
unless the program itself received Fed-
eral assistance as defined by § 2.12(b).

(3) Information to which restrictions
are gpplicable. Whether a restriction
is on use or disclosure affects the type
of information which msay be avail-
able, The restrictions on disclosure
apply to any information which would
identify a patient as an alecoho: ar
drug abuser. The restriction on use of
lnformation to bring criminal charges
against a patient for a erime applies to
any Information obtained by the pro-
gram for the purpose of diagnosis,
treatme ., or referral for treatment of
alcohoi or drug abuse. (Note that re-
strictlons on use and disclosure apply
to reciplents of information under
$2.12¢d0)

(4) How type of diagnosis affects
coverage. These regulations cover any
record of a diagnosis identifying a pa-
tient as an alcohel or drug abuser
which is prepared in connection with
the treatment or referral for treat-
ment of alcohol or drug abuse. A diag-
nosis prepared for the purpose of
treatrnent or referral for treatrment
but which is not so used is covered by
these regulations. The following are
not covered by these regulations:

42 CFR Ch. | (10-1-89 Edition)

{1} Diagnosis which is made solely
for the purpose of providing evidence
tor use by law enforcement authori-
Lies; or

(i} A diagnosis of drug overdose or
alecoho! Intoxication which clearly
shows that the individusal involved s
not an aleohol or drug abuser (e.z., in-
voluntary ingestion of aleohol or drugs
or reaction to & prescribed dosage of
one or more drugs).

[52 FR 21808, June 8, 1887; 52 FR 42061,
Mov. 2, 19871

§ 2.13 Confinentiality restrictions.

(a) Ger. ral T .ae patient records to
which these re: Wations apply may be
disclosed or 1sed only as permitted by
these regulations and may not other-
wise be disc.osed or used in apy civil,
eriminal, administrative, or legislative
proceedings conducted by any Federal,
State, or local authority. Any disclo-
sure made under these regulations
must be limited to that information
which is necessary to carry out the
purpose of the disciosure,

{(b) Unconditional complionce re-
quired The restrictions on disclosure
and use in these regulations apply
whether the holder of the information
believes that the person seeking the
information already has it, has other
means of obtaining it, is a law enforce-
ment or other official, has obtaired a
subpoena, or asserts any other justifi-
catien for a disclosure or v=e which is
not permitted by these regulations.

{¢) Acknowledping the presence of
patients: Responding Lo requests. (1)
The presence of an identified patient
w. & facility or cOmmpPOLcae 0f a facility
which is publicly identified as a place
where only alcohol or drug abuse diag-
nosis, treatmernt, or referral is provid-
ed may be acknowledged only i the
patient's written consent is obtained in
accordance with subpart C of these
regulations or if an authorizing court
order is entered In accordance with
Subpart E of these regulations. The
regulations permit acknowledgement
of the presence of an dentified pa.
tient in a facility or part of a facility if
the facility is not publicy identified as
only an alcohol or drug abuse diagno.
sis, treatment or referral facility, and
if the acknowledgement does not

ERCT S ]
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reveal that the patlent (s an alcohol or
drug abuser.

(2} Any answer to a request for a dis-
eclosu~e of patient records which {s not
permissible under these regulations
must be made {n a way that will not
affirmatively reveal that an Identified
individual has been, or is being diag-
nosed or treated for alcohol or drug
abuse. An inquiring party may be
given a copy of these regulations and
advised that they restrict the disclo.

sure of aleohol or drug abuse patient.

records, but may not be told affirma-
tively “hat the regulations restrict the
disclosure of the records of an ldenti-
1.ed patient. The regulz.ions do not re-
striet a disclosure th 4 an {dentifled
individoal is not and never has been a
patient.

§ 214 Minor patients.

(a) Definition of minor. AS used in
these regulations the term “minor”
means a person who has not attained
the age of major.ty specified in the ap-
pilcable State law, or if no age of ma-
jority i{s specified in the applicable
State law, the age of eighteen years.

(b) State law nol requiring parental
content to treatment. I a minor pa-
tient acting alone has the legal capac:
ity under the applicable State law to
apply for and obtain alcohol or drug
abuse treatment, any written consent
for disclosure authorized under Sub-
part C of these regulations may be
given only by the minor patient. This
restriction includes, but {s not limited
to, any disclosure of patient identify-
ing information to the parent or
guardiag of a minor patient for the
puwtpere of obtaining financial ..im-
bursement. Thes2 regulations d- -2t
prohikit a program from refusing to
provide treatment until the minor pa-
tient consents to the disclosure neces-
sary {0 obtain reimbursement, but re-
fusal to provide treatment may be pro-
hibited under a State or local law re-
quiring the program to furnish the
service irrespective of ability to pay.

{¢) State law requiring parental con-
sent Lo treatment (1) Where State law
requires consent of a parent, guardian,
or other person for a minoer to obtain
aleohol or drug abuse treatment, any
written consent for disclosure author-
ized under Subpart C of these regula.

I =
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tions must be given by both the minor
and his or ner parent, guardian, or
other person authorized under State
law to act {n the minor's bahalf.

(2) Where State law requires paren-
tal consent to treatment the fact of a
crinor's application for treatrment may
be communicated to thc mincr's
parent, guardian, or other p-rson au-
thorized under State law to act {n the
minor’'s behalf enly if:

‘1) The minor has. given written con-
sent to the disclosurc in accordance
with Subpart C of these regulations or

(4§} The minor lacks the capacity to
make a rations! choice regarding such
consent as judged by the program di-
rectot under paragraph (d) of this sec-
tion.

(d) Minor applicant Jfor services
iacks capacity Jfor ralional choice
Facts relavant to reducing a threat to
the life or physical well being of the
applicant or any other individual may
be disclosed to the parent, guardian,
or other person authorized under
State law to act in the minor's behalf
if the program director judges that:

(1) A minor applicant for services
lacks capacity because of extreme
youth or mental or physical condition
to make a-raticnal decision on wheth-
er to consent to a disclosure under
Subpart C of these regulations to his
or her parent, guardiap, or other
person authorized un._.r State law to
act in the minor's behalf, and

(2) The applicant's situation poses a
substantial threat to the life or physi-
cal well being of the applicant or any
other individual which may be re-
duced by communicating relevant
facts to the minors parent, guardian,
or other person authorized under
State law to act in the minor's behalf.

§215 Incompetent and deceased patients.

(a) Imcompetent patients cther then
minors—{1) Adjudicaiion of incompe-
tence. In the case of a patient who has
been adjudicated as lacking the capac-
ity, for any reascn other than insuffi.
cient age, to manage his or her own af-
1airs, any consent which is required
tnder these regulations may be given
by the guardian or other person au-
thorized under State law t0 act in the
patient’s behall.
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{2) No adjudicction of incompeten-
¢y. For any period for which the pro-
gram director determines that a pa-
tient, other than a minor or one who
has been adjudicated incompetent,
suffers from a medical ¢ondition that
prevents knowing or effective action
on his or her own behal!f, the program
director may exercise the right of the
patient to consent to a disclosure
under Subpart C of these regulations
for the sole purpose of obtaining pay-
ment for services from a third party
payer. :

{b) Deceased patients—{l) Vital sta-
tis{ics. These regulations 4o not re-
strict the disclosure of patient identi-
fying information relating to the cause
¢f death of z patient under laws .o-
qQuiring the collection of death or
other vital statistics or permitting in-
quiry into the cause of death.

(2) Consent by personal representia-
tive. Any other disclosure of informa-
tion identifying a deceased patient as
an aleohel or drug 2buser is subject o
these regulations. 1 a written consent
to the disclosure is required, that con-
sent may be given by an executor, ad-
ministrator, or other personal repre-
sentative appointed under applicable
State law. If there is no such appoint-
ment the consent may be given by the
patient's spouse or, if none, by any re-
spensible member of tiie patient’s
family.

§2.16 Security for written records.

(a) Written records which are sub-
Ject to these regulations must be main-
tained in a secure room, locked file
cabinet, safe or other similar container
wnen not in use; and

(b) Each program shall adopt in
wTiting proce.. res which regulate and
control access to and use of written
records which are subject to these reg-
ulations.

§2.17 Undercover agents and informants,

(a) Restrictions on placement
Except as specifically authorized by a
court order granted under §2.67 of
these regulations, no program may
knowingly employ, or enroll as a ta-
tien?, any undercover agent or inform-
ant.

(b) Restriction on use of informe-
tion. No information obtained by an
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undercover agent or informant,
whether or not that undercover agent
or informant is placed in a program
pursuant to an authorizing court
order, may be used to criminally inves-
tigate or prosecute any patient.

[52 FR 21808, June 9, 1987 52 FR 42061,
Nov, 2, 1987]

§ 218 Restrictions on the use of identifi-
cation cards.

No person may require any patient
to carry on his or her person while
away from thr program premises any
card or other object which would iden-
tily ke patient as an aicohol or drug
abuser. This section does not prohibit
a4 person from requiring patients to
use or carry cards or other identifica-
tion objects on the premises of a pro-
gram.

2.19 Disposition of records by discontin-
ued programs.

(a) General If a program discontin.
ues operations or is taken over or ac-
quired by another program, it must
purge patient identifying information
{rom its records or destroy the records
unless-—

(1) The patient who is the subject of
the records gives written consent
{meeting the requirements of § 2.31) w0
a transfer of the records to the acquir-
ing program or to any other program
designated in the consent (the manner
of obtaining this consent must mini-
mize the likelihood of a disclosure of
patient identifying information to a
third party); or

{2) There is 3 legal requirement that
the records be kept for a period speci-
fied by law which does not expire until
after the discontinuation or acquisi-
tion of the program.

(b} Procedure whkere refention period
regquired by low. If paragraph (a¥(2) of
this section applies, the records must
be:

(1) Sealed in envelopes or other con-
tainers labeled as follows: “Records of
{insert name of program] required to
be maintained under [insert citation to
statute, regulation., court order or
other legal authority requiring that
records be kopt) until a date not later
than [insert appiopriate date]”; and
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(2) Held under the restrictions of
these regulstions by a responsible
person who must, as 5000 as practica.
ble after the end of the retention
period specified on the label, destroy
the records.

§ 220 Relationship to State laws.

The statutes autherizing these regu-
lations (42 US.C. 290ee-3 and 42
US.C. 29044-3) do not preempt the
field of law which they cover to the
exclusion. of. all S*ate laws in that
field. If a disclosure permitted under
‘aese regulations s prohibited under
State law, neither these regulations
nor the authorizing statutzs may be
construed to authorize any violation of
that State law. However, no State law
may either authorize or compel any
disclosure prohibited by these regula-
tions.

4221 Relationship to Federal statutes
protecting research subjects against
compulis oy disclosure of their identity.

(a) Research privilege descripiion.

There may be concurrent coverage of

patiedt identifying Information by

these regulations and by administra-

tive action taken under: Section 303(2)

of the Public Health Service Act (42

US.C. 242a(a) and the impiementing

regulations at 42 CI'R Part 2a); or sec-

tion 502(¢) of the Contrelled Sub-
stances Act (21 U.S.C. 872(c) and the
implementing regulations at 21 JFF
1316.21). These *“research privilege"
statutes cornfer op the Secretary of
Health and Human Services and on
the Attorney General, respectively,
the power to authorize researchers
conduv.ite ~ertain types of research
to withhold from all persons not con-
nected with the research the names
and other identifying information con-
cerning individuals who are the sub-
jects of the research.

(b)Y Effect of concurreni coverage.
These regulations restrict the disclo-
sure and use of information about pa-
tients, while administrative action
taken under the research privilege
statutes and implementing regulations
protects a person engaged in applica-
ble research from heing compelled to
disclose any ldentifying characteristics
of the icdividuals who are the subjects
of that research. The issusnce under

§ax2

Subpart E of these regulations of a
cowrt order authorizing a disc¢iosure of
informza.icn about a patient does not
aflect an eyercise of authority under
these research privilege statutes. How-
ever, the research privilage granted
under 21 CFR 261.505(g) to treatment
programs using methadone {or main.
tenance treaiment does not protect
from compulsery disclosure any imfor-
mation which is permitted to be dis-
closed under those regulations. Thus,
if a court order entered {n accordance
with Subpart E of these regulations
withirizes o methadone maintenance
treatmepn* prog am to disclose certain
informat.ya avout lis patients, that
progran - 1y not invoke the research
privilege under 21 CFR 291.505(g) as a
defense tc - subpoena for thai infor-
mation.

§2.22 Notice to patients of Federal confi-
dentiality requirements.

{a) Notice required At the time of
admission or as soon tlrereafter as the
patient is capable of rational commu-
nication. each program shall;

(1) Communicate to the patient that
Federal law and regulations protect
the confidentiality of alcohol and drug
abuse patient records; and

(2) Give to the patient a summary in
writing of the Federal law and regula-
tions.

(b} Regquired elemenis of wrilten
sumimary., The written »ammary of
the Federal law and regulations must
include:

(1) A general description of the Lm-
ited circumstances under which a pro-
gram may acknowledge that an indi-
vidual is present at a facility or dis-
close outside the program information
identifying a patient as an alcohol or
drug abuser.

(2) A statement that viclation of the
Federal law and regulations by a pro-
gram is a crime and that suspected vio-
lations may be reported to appropriata
authorities in accordance with these
regulations.

(3) A statement that informaticn re-
lated 10 2 patient’s commission of a
crime on the prermises of the program
or against persennel of the program is
not protected.
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{4) A statemen? that reports of sus-
pected child abuse and neglec: made
under State law Lo sppropriate State
or local authorities are not protected.

¢3) A citation to the Federal law and
regulations,

(c) Program options. The program
may devise its own notice or may use
the sampie notice in paragraph (d) to
comply with the requirement to pro-
vide the patient with .a summary in
writing of the Federal law and regula-
tions. In addition, the program may
iInciude in the written summary infor-
mation concerning State law and any
program policy not ineconsistent with
State and Federal law on the subject
of confidentiality of alechol and drug
abuse patient records.

(d) Sample notlice,

CONTFIDENTIALITY OF ALCOHOL AND DRUG
ABUse Parent Rrcorns

The confidentiality of alcohol and drug
abuse patient records maintained by this
program is protected by Federal law and
reguistions. Generally, the program may
not say to & person outside the program
that a patient attends the program. or dis.
cipse any information identifying s patient
as an alzohol or drug abuser Uniless

{1} The patient consents in writing:

{2) The disclosure i1 allowed by a court
order: or

(3) The disclosure is made o medical per.
sonnel in a medical emergency or to quall-
{ind personnel for research, audit, or pro-
sraq evaluation,

Yiclation of the Federal law and regula-
tions by & program is s erime. Suspected vio-
lations may be reported to appropriate su-
thorities {n accord.uc2 with Federal regula-
tiona,

Federul law and regulations do noet protact
any Ilnformation sboutl s erime committed
0¥ & patient either at the program or
aguinst any person who works for the pro-
gram of about any threst to commit such &
crimse,

Federal laws and reguiations do not pro-
tect any information about suspected child
abuse or neglect from being reported under
State law 0 appropriate State or local su-
thoritiex,

{Ser 42 U.S.C. 290dd-3 and 42 T.5.C. 290ee-
3 for Federal laws and 42 CFR Part 2 for
Federal regulations.)

(Approved by the Office of Management
and Budget under Control No. 0930-0099)
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$223 Patient accens and restrictions on
use.

(a) Patient ucces: no! prohibited.
These regulations do mot prohibit s
program from glving a patient access
to his or her own records, lncluding
the opportunity to inspect and copy
any records that the program main-
tains about the patient. The program
is not required to obtain a patient's
written consent or other authorization
under these regulations in order Lo
provid. _uch access to the patient.

(b} Restriction on use of informa-
tion. Information obtained by patient
access to his or ker patient record Ls
subject to the restriction on use of his
{nformation to (nitiate or substantiate
any ¢riminal charges against the pa-
tient or to conduct any criminal inves.
tigaticn of the patient as provided for
under § 2.12(d¥1).

Subpart C—Disciosures With Patient's
Consent

§2.31 Form of written consent

{a) Required elementts. A written con-
sent to a disclosure under these regu-
lations must {neiude: '

(1) The specific name or general des-
ignation of the program or person per-
mitted to roake the disclosure.

(2) The name or title of the individ-
ual or the name of the organization to
which disclosure is to be mzade,

(3) The name of the patient.

(4} The purpose of the disclosure.

(5) Eow much and what kind ¢f in-
formation is to be disciosed

(6) The signature of the patient and,
when required for a patient who s a
minor, the signature of a person au-
thorized to give consent under § 2.14;
or, when required for a patient who is
incompetent or deceased, the sigha-
ture of a person authorized to signo
under § 2.15 in lieu of the patient.

{7) The date on which the consent is
signed. ,

(8) A statement that the consent s
subject to revocation at any time
except to the extent that the program
or person which is to make the disclo-
sure has already acted in reliance on
it. Acting in reliznce includes the pro-
vision of treatment services in rellance
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on & valld consent to disclose {nfcrma-
tion to a third party payer.

(9} The date, event, or conditicn
upon which the consent will expire if
not revoked before. This date, event,
or concition must insure that the zon-
sent will last no longer than reason-
ahly necessary to serve the purpose for
which It {s given,

{5) Sampile consent form. The follow-
ing form complies with paragraph (a.
of this section, but other elements
may be added.- ' :

1. I (nare of patient) O Request OO Author-
fze:

2. {name or general designation of program
which is to make the disclosu )

3. To disclose: (kind and amount of informa-
ticn to be disclosed)

4. To: (name or title of the person or organi-
zation to which disciosure is to be made)

5. For (purpose of the disclosure)

8. Date (on which this consent is signed)

7. Signature of patient

8. Slgrature of parent or guardian (where
required)

9. Slgnature of person authorized to sig” 'n
e af the patient {(where requirsd}

10. This consent is subject to revocaiion at

any tme except to the extent that the pro-

gram which is t¢ make the disclosure has al-

ivauy taken action in reiiance on it. If not

previously revoked, this consent will termi.

?t.e upon: (specific date, event, or condi-
on}

{¢) Ezrpired, deficient or false con-
sent, A discleosure may not be made on
the basis of a consent which:

(1) Has expired:

(2) On its face substantizlly fails to
conform to any of the requirements
set forth in paragraph (a) of this sec-
tion; .

(3) Is known to have been revcked;
or

(4) Is known, or through a reasona-
bie effort could be knowm, by the

§ 2.34

persan helding the records to be mate-
rially false,

(Approved bty the QOffice of Management
and Budget under conirel number 0430~
94089}

$ 232 Prohibition on redisclosure.

Notice to accompany disclosuie.
Each disclosure made with the pu-
tient's written consent must be accom-
panied by the following written state-

ment:. -

This information has been disclesed to
vou fror- reco. s protected by Federal con-
fidentiality rules (42 CFR Part 2). The Fad.
era: rules prehibit you from making any
turther disclosure of this information uniess
further disclosure i{s expressly permitied by
the written consent of the person to whom
it pertains or as otherwise permitied by 42
CFR Part 2. A general suthorization for the |
reiesse of medical or other information s
NOT sufficient for this purpose. The Peder-
al rules restrict any use of the Information
to criminally {nvestigate or prosecute any
alcoho! or drug abuse patien..

(52 FR 21809, June §, 1987 52 FR 41597,

Nov. 2, 1987]

§2.33 Disclosures permittad with written
consent.

If a2 patient consents 0 3 disclosure
of his or’ her records under §2.31, a
prograrm may disclose those recorus in
accordance with that consent to any
individual or organization nared in
the consent, except that disclosures to
central registries and in connection
with criminal justice referrals must
meet the requirements of §§ 2.34 and
2.25, respectively.

§2.34 Disclosures to prevent multiple en-
roiliments in detoxification and mainte-
nance treatment programs.

(3) Derinitions. For purncses of this
section:

Central regisiry means an organiza-
tion which obtains from two or more
member progams patient identifying
information about individuals apply-
ing for maintenance treatment or de-
toxification treatment for the purpose
of avoiding an. individual's eonctarrent
enrollment in more than one program.

Detozification treatment means the
dispensing of a narcotic drug in de-
vreasing Jdosne to an individual in
order to reduce or eliminate adverse
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physlological or psychological effects
incident to withdrawal from the sus-
tained use of & narcotic drug.

Maintenance (treatmen! mezans the
dispensing of a narcotic drug in the
treatment of an individual for depend-
ence upon heroin or other morphine-
like drugs.

Member program means 8 detoxifica-
tion treatment or maintenance treat-
ment program which reports patient
identifying information to a  central
registry and which is in the same
Statc as that central registry or is not
more than 125 miles ‘rom any border
of the State in which che central regis-
try is Jocated.

(b) Restrictions on disclosure A pro-
gram may disclose pitient records to s
central registry or to any detoxifica-
tion or maintenance treatment pro-
gram not more than 200 miles away
for the purpose of preventing the mul-
tiple enrollment of a patient only if:

(1} The disclosure is made when:

(1) The patient is accepted for treat-
ment;

(li) The type or dosage of the drug is
changed; or

(iii) The treatment is interrupted, re-
surned or terminated.

(2) The disclosure is limited ta:

{]) Patient identifying inforrmation:

(1i) Type and dosage of the drug; and

(iif) Relevant dates.

(3) The disclosure is made with the
patient’'s written consent meeting the
requirements of § 2.31, except that:

(i) The consent must list the name
and address of each central registry
and each known detoxification or
maincenatice treatment program to
which a disclosure will be made; auu

(1i) The consent may authorize a dis-
closure to any detoxification or main-
tenance treatment program estab-
lished within 200 miles of the program
after the consent is given without
naming any such program.

(c) Use of information limited 1o pre-
vention of multiple enrollments. A cen-
tral registry and any detoxification or
maintenance treatment program to
which information is disclosed to pre-
vent multiple enrollments may not re-
disclose or use patient identifying in.
formation for any purpose other than
the prevention of multiple enroll-
ments unless authorized by a court
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order under Subpart E of these regqla-
tions.

{d) Permitled disclosure Dy & cenfrgl
regisiry Lo prevent a mulliple enroll-
ment When o member prograrm asks s
central registry I an ideniified patient
is enrolied in another member pro-
gram and the registry detertuines that
the patient is so enrolled, the registry
may disclose-—

{1) The narme, address, and tele-
phone number of the member
program(s) in which the patient is al-
ready enrolied to the inquiring
metber progr.m,; and

(2) The name, address, and tele-
phene number of the inquiring
member program to the member
program(s) in which the patient is al-
ready enrolled. The member programs
may communicate as hecessary to
verify that no error has been made

- and to prevent or eliminate any multi-

ple enrollment.

{e) Permitted disclosure by a detozi-
Jication or maintencnce treciment
program Lo prevent ¢ mulliple enroll-
ment A detoxification or maintenance
treatment program which has received
a disclosure under this section and has
determined that the patient is already
enrolied may communicate as neces-
sary with the program making the dis-
closure to verify th-{ no error has
beea made and to prevent or eliminate
any multiple enrollment.

£ 2.35 Disclosures to elements of the
criminal justice system which have re-
ferred patients.

(a) A program may disclose informa-
tion about a patient to those persons
within the ecriminal justice system
which have made participation in the
program 2 condition of the disposition
of any criminal proceedings against
the patient or of the patient’'s parole
or other release from custody iI:

(1) The disclosure is made only to
those individuals within the criminal
justice system who have a need for the
nformation in connection with their
duty to monitor the patient's progress
(e.g.. & prosecuting attorney who is
withholding charges sgainst the pa-
tient, a court granting pretrial or post-
trial release, probation or parole oifi-

iagt Lo
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cers responsible for supervision of the
patient); and

{2) The patient nas signed a wntten
consent meeting the requirements of
§2.31 (except paragraph (aX8) which
is finconsistent with the revocation
provisions of paragraph (¢} of this sec-
tion) and the requirements of para-
graphs (h) and (¢} of this section.

{b) Duration of consenl The written
consent must state the period during
which it remains in effect This pericd
must be reasonable, taking into ac-
count:

(1) The anticipated length of the
treatraent;

(2) The type of criminal proceeding
involved, the need for the Information
in econnection with the final disposi-
tion of that proceeding, and when the
final disposition will cccur; and

(3) Such other factors as the pro-
gram, the patient, ard the person(s)
who will receive the disclosure consid-
er pertinent. .

(¢} Revocation of consent The writ-
ten consent must state that it is revo-
¢cable upon the passage of a specified
amount of time or the occurrence of a
specified, ascertainable event. The
tirme or occurrence upon which con-
sent becomes revocable may be no
later than the final disposition of the
conditional reiease or other action in
copnnection with which consent was
given.

{d) Restrictions on redisclosure and
use. A person who receives patient in-
formation under this section may re-
disclose and use it only to carry out
that person’'s official duties with
regard to the patient's conditional re-
lease or other action in connection
with which the consent was given.

Subpart D—Disclosures Without
Patient Consent

2.51 Medical emergencies,

(a) General Rule. Under the proce-
dures required by paragraph (c) of this
section, patient identifying informa-
tion may be disciocsed to medical per-
sonnel who have a need for informa-
tioen about a patient for the purpose of
treating a condition which poses an
immediate threat to the health of any
individual and which requires immedi-
ate medical intervention.

§2.52

(b} Special Rule, Patlent identif{ying
nformalion may be disciosed to medi.
cal personnel of the Pood and Drug
Administration (FDA) who assert a
reason to believe that the health of
any tndividual may be threatensd by
an error In the manufacture, labeling,
or sale of a product under FDA juris-
diction, and that the information will
be used for the exclusive purpose of
uotifying patients or their physicians
vuf potential dangers:- -

(¢) Procedures. Immediately follow-
ing disciusure, the program shall docu-
ment the disclosurez in the patient's
records, setting forth in writing:

(1) The name of the medical person-
nel to whom disclosure was made and
their affiliation with any health care
facility:

(2) The name of the individual
making the disclosure;

(3) The date and time of the disclo-
sure; and

{4) The nature of the emergency (or
error, if the report was to FDA).

(Approved by the QOffice of Management
and Budget under control number 09830-
0059

§2.52 Resear’ch activities,

(a) Patient identifying information
may be disclosed for the purpose of
conducting scientific research if the
program director makes a determina-
tion that the recipient of the patient
identifying information:

(1) Is qualified to conduct the re-
search;

7y Has a research protocol under
which the patient identifying informa-
tion:

(1) Will be maintained in accordance
with the security requirements of
§ 2.16 of these regulations {(or rnore

_ stringent requirements); and

(i) Wil not be redisclosed except as
permitted under paragraph (b) of this
section; and

(3) Has provided a satisfactory writ-
ten statement that a group of three or
more individuals who are independent
of the research project has reviewed
the protocol and determined that:

(i) The rights and welfare of pa-
tients will be adequately protected;
and

iape
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(1i} The risks in disclesing patient
identifying Iinformeation are out-
weighed by the potential benefits of
the research,

(b} A person conducting research
may disclose patient identitying infor-
mation obtained under paragraph (a)
of this section only back to the pro-
gramm from which that informasation
was obtained and may not identify gsny
individual patient i- any report of
that research or otherwise disciose pa-
t..at identities,

[52 FR 21809, June 9, 1987, as amended at
52 FR 41957, Nov. 2, 1987]

§2.53 Audit and evalustion sctivities.

(2) Records not copied or removed If
patient records are not copied or re-
moved, patient identifying informasa-
tion may be disclosed in the course of
a review of records on program prem-
ises to any person who agrees in writ-
ing to comply with the limitations on
redisclosure and use in paragraph (d)
¢f this section and who:

(1} Performs the audit or evaluation
activity on behalf of:

{{} Any Federal, State, or local gov-
ermmental agency which provides fj-
nancial assistance to the program or is
suthorized by law to reguiate its ac-
tivities; or

(ii} Any private person which pro-
vides financial assistance to the pro-
gram, which is & third party payer cov-
ering patients in the program, or
which is & peer review organization
performing a utilizaticnh or guality
control revi. ., or

(2} Is determined by the program di-
rector to be qualified to conduct the
sudit or evaluation sctivities.

(b) Copying or removgl of records.
Records contalning patient identifying
information may be copied or removed
from program premises by any person
who:

(1) Agrees in writing to:

(1) Maintain the patient identifying

information in accordance with the se-

curity requirements provided in §2.16
of these regulations (or more stringent
requirements);

(i) Destroy all the patient identify-
ing Information upen completion of
the audit or evaluation; and

42 CFR Ch. | (10-1-89 Edition)

(iih Comrply with the limitations on
tusc.osure and use in paragraph (d) of
this section; and

(2) Performs the audit or evaluation
activity on behalf of:

(i} Any Federal, State, or local gov-
ernmental agency which provides fi-
nancial assistance to the program or is
authorized by law to regulate its ac-
tivities; or

(ii} Any private person which pro-
vides financia] assistance to the pro-
gram, which 5 a third part payer cov-
ering patiets in the program, or
which is peer review organization
verforming 4 _tilization or gquelity
control review,

(c) Medicare or Medicaid audit or
eveluation. (1) For purposes of Medi-
care or Medicaid audit or evaluation
under this section, sudit or evaluation
ir.cludes & civil or administrative inves-
tigation cf the program by any Feder.
al, State, or local agency responsible
for oversight of the Medicare or Med-
icaid program and includes administra-
tive enforcement, sgainst the program
by the agency, of any remedy suthor-
ized by law to be imposed as a result of
the findings of the investigation.

{2) Consistent with the defirnition of
program in § 2.11, program includes an
employee of, or provider of medical
services under, the program whern the
employee or provider is the subject of
8 civil investigation or adm'nistrative
remedy, as those terms are used in
paragraph (¢X1) of this section.

(3) I a disclosure to a person is au-
thorized under this sectiop for a Medi-
war® OF Medicaid sudit v evaluation,
including & civil investigation or ad-
ministrative remedy, as those terms
are used in paragraph {(¢¥1) of this
section, then a peer review organiza-
tion which obtains the information
under paragraph (8} or (b) may dis.
ciose the information to that person
but only for purposes ¢of Medicare or
Medicaid audit or evaluation.

(4) The provisions of this parsgraph
do not authorize the agency, the pro-
gram, or any other person to disclose
or use patient identifying information
obtained during the audit or evalua-
tion for any purposes other than those
necessary to complete the Medicare or
Medicaid audit or evaluation activity
as specified in this paragraph.

rage 17
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(dy Limitations on disciosure and
use. Except as provided {n paragraph
(c) of this section, patient Identifying
information disclosed under this sec-
tion may be disclosed only back to the
program from Which it was obtained
and used only to carry out an audit or
evaluation purpose or to Invastigate or
prosecute criminal or other activities,
as authorized by a court order entersd
under § 2.66 of these regulations.

Subpr-t E—Court Orders Authorizing
Disclosues And Use

§2.61 Legnl effect of or2r,

(a)} Effect. An order of a court of
competent jurisdicticn entered under
this subpart is a unique kind of court
order. Its only purpose is to authorize
a disclosure or use of patient informa-
tion which would otherwise be prohib-
ited by 42 U.S.C. 290ee-3, 42 U.S.C.
280dd~3 and these regulations. Such
an order does not compel disclosure. A
subpoena or a similar legal mandate
must be issued in order to compel dis-
closure. This mandate may be entered
at the same time as and accompany an
authorizing court order entered under
these regulations,

(b} Examples. (1) A person holding

records subject to these regulations re-.

ceives a subpoena for those records: a
response to the subpoena is not per-
mitted under the regulations unless an
authorizing court order {s entered.
The person may not disclose the
records in response to the subpoena
unless a court of competent jurisdic.
tion mLuiérs an authorizing order uader
these regulation..

(2) An authorizing court order is en-
tered under these regulations, bhut the
personn authorized does not{ want to
make the disclosure, If there is no sub-
poena or other compulsory process or
a subpoena for the records has expired
or been quashed, that person may
refuse to make the disclosure. Upon
the entry of a valid subpoena or other
compulsory process the person author-
ized to disclose must disclose, unless
there is a valid legal defense to the
process other than the confidentiality
restrictions of these regulations.

[52 FR 21809, June 9, 1957; 52 FR 42061,
Nov. 2, 1987]

§ 2.54

§2.62 Ocder not applicable to records dis-
ejorcd without conaent to researchers,
auditors and evaluators.

A court order under thess regula-
tions may not authorize qualilied per-
sonne!, who have vTeceived patient
identifying information witr2ut con-
sent for the purpose of conducting re-
search, audit or evaluation, to disclose
trat information or use it to conduct
any crimimal investigation or prosecu-
tion of a patient, However, a court
arder under § 2.66 may authorize dis-
closure and use of records to investi-
gate or prosecute qualified personne!
holding the records.

82583 Confidential ¢communications.

(a) A court order under these regula-
tions may authorize disclosure of con-
fidential communications made by a
patient to a program in the course of
diagnosis, treatment, or referral for
treatment only if:

{1} The disclosure is pecessary to
protect against an existing threat to
life or of serious bodily injury, includ-
ing ecircumstances which constitute
suspected child abuse and neglect and
verbal threats against third parties;

(2) The disclosure is necessary in
connection with investigation er pros-
ecution of an extremely serious crime,
such as one which dir+ctly threatens
loss of life or serious bodily injury. in-
cluding homicide, rape, kidnapping,
armed robbery, assault with a deadly
weapon, or child abuse and neglect; or

{(3) The disclosure is in connection
with litigation or an administrative
proceeding in which the patient Gifers
testimony or other evidence pertaining
to the content of the confidential com-
munications.

3 2.64 Procedures and criteria for orders
authorizing disclosures for noneri-
minai purposes,

(a) Application. An order authoriz-
ing the disciosure of patient records
for purposes other than criminal in-

astigation or prosecution may be ap-
plied for by any person having a legal-
ly recognized interest in the disclosure
which is sought. The application may
be filed separately or as part of a
pending civil action in which it ap-
nears that the patient records are

Fagpe Lo
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needed to provide evidence. An appli-
cotion mst use a fictitious name, such
gs John Doe, to refer 1o any patient
and may not contain or otherwise dis-
close any patient identifying informa-
tion unless the patient is the applicant
or has given a written consent {meet-
ing the requirements of these regula-
tions) to disclosure or the court has or-
dered the record of the proceeding
sealed from public scrunity.

(b) Notice. The patient -and the |

person holding the records from whom
disclosure is sought must be given:

(1) Adequste notice In 8 manner
which will not disclose patient jdenti-
Iying information to other persons
and

(2} An opportunity to {ile a written
response to the application, or to
appear in person, Or the limited pur-
pose of providing ¢« Aidence on the stat-
utory and regula’ ory criteria for the
issuznce of the cc irt order.

(e} Review of vidence: Conduct of
hearing. Any oral argument, review of
evidence, or hearing on the applica-
tion must be held in the judge's cham-
bers or in some manner which ensures
that patient identifying information is
not disclosed to anyone other than a
party to the preoceeding, the patient,
or the person hoiding the record,
unless the patient requests an open
hearing in a manner which meets the
wTitten consent requirements of these
regulations. The proceeding may in-
ciude an examination by the judge of
the patient records referred to in the
application.

(d)} Criteria for entry of order. An
order under this section may be en-
terco only {f the court determines that
good cause exists. To make this deter-
mination the court must find that:

(1) Other ways of obtalning the in-
formation are not available or would
ne* be effective; and

(=) The public interest and need for
the disclosure outweigh the potential
injury to the patient, the physician-
patient relationship and the treatment
services. )

(e} Content of order. An order au-
thorizing a disclosure must:

(1) Limit disclosure to those parts of
the patient's record which are essen.
tisl t¢ fulfill the objective of the
order,

42 CFR Ch. | {10-1-89% Edition)

{2) Limit disclosure to those persons
whose need for information is the
basis for the order; and

(3) Include such other measures as
are necessary to limit disclosure for
the protection of the patient, the phy-
sician-patient relationship and the
treatment services; for example, seal-
ing from public scrutiny the record of
any proceeding for which disclosure of
a patient's record has been ordered.

§ 265 Procedures and criteria for ordcrs
authoriz.ag d.eclosure snd use of
recnrds io criminally investigate or
proaecutie patienta.

{a) Application. An order authoriz-
ing the gisclosure or use of patient
records to crimirpally investigate or
prosecute a patient may be applied for
by the person holding the records or
by any person ¢conducting investigative
or prosecutorial activities with respect
to the enforcement of e¢riminal laws.
The application may be f{led separate-
1y, as part of an application for a sub-
poena or othey compulsory process, or
in a pending criminal action. An appli-
cation must use a fictitious name such
as John Doe, to refer to any patient
and may not’contain or otherwise dis-
close patient identifying informatior.
unless the court has ordered the
record of the proceeding sealed from
public scrutiny.

{(b) Nolice and hearing. Unless an
order under § 2.66 is sought with an
order under this section, the person
holding the records must be given:

(1) Adequate notice (in a wmwanner
which will not disclose patient identi.
fving information to third parties) of
an application by & person periorming
a law enforcement function;

(2} An opportunity to appear and be
heard for the limited purpose of pro-
viding evidence on the statutory and
regulatory criteria for the issuance of
the court order; and

(3) An opportunity to be represented
by counsel independent of ¢ounsel for
an applicant who is a persoa perform-
ing a law enforcement function,

(¢} Review of evidence Conduct of
hearings, Any nral argument, review of
eridence, or hesnng on the applica-
tion shall be held {p the judge's cham-
bers or in some other manner which
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epsures that patient {dentifying (nfor-
mation s not disclosed to anyone
other than a party to the proceedings,
the patient, or the perscn holding the
records. The proceeding rnay include
an examination by the judge of the
patient records referred to in the ap-
plestion.

(d) Criteric. A court may authorize
the disclosure and use of patient
records for the purpose of conducting

a criminal investigation or prosecution

of a patient onl, if the court finds
that all of the following criteria are
tet:

(1) The crime involved is extremely
serious, such as onpe which causes or
directly threatens loss of life or seri-
ous bodlly infury including homicide,
rape, kidoapping, armed robbery, as-
sault with a deadly weapon, and child
abuse and neglect.

(2) There i{s a reasonable likelihood
that the records will disclose informa-
tion of substantial value in the investi-
gation or prosecution.

(3) Other ways of obtaining the in-
{formation are not available cr weould
not be effective.

(4) The potential injury to the pa-
tient, to the physician-patient rela-
tionship and to the ability of the pro-
gram to provide services to other pa-
tients is outweighed by the pub’ in-
terest and the need for the disclosure.

(5) If the applicant is a persocn per-
forming a law enforeement function
that:

(1) The person holding the records
bas been affcrded the opportunity Lo
be repre--~ '2d by independent coun-
sel: and

(i} Any person holding the records
which is an entity within Federal,
State, or local government has in fact
been represented by cocunse] independ-
ent of the applicant.

(e} Content of order. Any order au-
thorizing a disclosure or use of patient
records under this section must:

(1) Limit disclosure and use 1o those
parts of the patient’s record which are
essential to fulfill the objective of the
order:

(2) Limit disclosure to those law en-
forcement and prosecutorial officials
who are responsibie for. or are con-
ducting, the investigation or prosecu-
tion, and limit their use of the records
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“3 L _stigation and prosecution of ex-
tremely serious crime or suspected
crime specified in the application; and

(3) Include such other measures as
are necessary to limit disclosure and
use to the fulfillment of only that
public interest and need found by the
court.

[52 FR 21809, June 9, 1987, 52 FR 4206!,
Nov, 2, 1987]

§2.66 Pro.:dures anc criteria for orders
au-hcrzing  disclosure and usc of
re-. 8 to .avestizate or prosecuie a
progrem . the persor holding the
records.

(a) App’“~adion. (1) An arder author-
izing the disclosure or use of patient
trecords to criminally or administra-
tively {nvestigate or prosecute a pro-
gram or the person holding the
records {(or employees or agents of
thal program Or Dersch) may be ap-
plied for by any administrative, regu-
latory, supervisory, investigative, law
enforcernent, or prosecutorial agency
having jurisdiction over the program’s
of person’s activities.

(2) The application may be filed sep-
arately or as part of a pending civil or
¢riminal action against a program or
the person holding the records (or
agents or emplc “2es of the program or
person) in which it appears that the
patent records are needed {o provide
material evidence. The applcation
must use a fictitious name, such as
John Doe, t¢ refer to any patient and
may not cont.n or rtherwise disclose
any patient identifying infermation
unless the c¢ourt has ordered the
record of the proceeding sealed from
public scrutiny or the patient has
given a written consent (meeting the
requirements of § 2.31 of these regula-
tions) to that disclosure,

(b) Notice not required. An applica-
tionr under this section may, in the dis-
cretion of the court, be granted with-
out notice, Although no express notice
{s required to the program. to the
perscn holding the records, or to any
palient whose records are to be dis-
closed, upon implementation of an
order so granted any of the above per-
sons must be afforded an opportunity
ta seek revocaticn or amendmernt of
that order, limited to the presentation
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of evidence on the statutory and regu-
latory criteria for the issuance of the
court order.

{c) Requirements for order. An order
under this section must be entered in
scoordance with, and comply with the
requirements of, paragraphs (d) and
(e) of § 2.64 of these regulations.

(d) Limiigtions on disclosure and
use of patient identifying information.
(1) An order entered under this sec-

tion raust require the-deletion of pa--

tient identifying information from any
documents made available to the
public.

(2) No information obtained under
this section may be used to conduct
any investigation or prosecution of a
patient, or be used s the basis for an
application for an order under § 2.65
of these regulations.

§2.67 Ordery suthorizing the use of un-
dercover agents and informanty to
criminally investigate employees or
agenta of a program.

{p)} Application. A court order au-
thorizing the placement of an under-
cover agent or informant in a program
a5 an employee or patient may be ap-
plied for by any law enforcement or
prosecutorial agency which has reasen
to belleve that employees or agents of
the program are engaged in criminal
misconduct.

(b) Noticee. The program director
must be given adequate notice of the
application and an opportunity to
appear and be heard (for the limited
purpose of providing evidence on the
statutory and regulatory criteria for
the issuance o’ *the court order),
unless the application asserts a belief
that:

(1) The program director is Involved
in the erirninal activities to be investi.
gated by the undercover agent or in-
formant,; or

(2) The program director will inten-
tiopally or unintentionaily disclose the
proposed placement of an undercover
agent or informant to the employees
or agents who are suspected of crimi-
nal activities.

(¢) Crileria. An order under this sec-
tion may be entered only if the court
determines that good cause exists. To
make this determination the court
must find:
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(1) There is reason to belleve that an
employec or agent of the program is
engaged in criminal activity;

(2) Other ways of obtaining evidence
of this eriminal activity are not avail-
able or would not be effective; and

(3) The public interest and need for
the placement of an undercover agent
or informant in the program cutweigh
the potential injury to patients of the
prograrm, physician-patient relation-
ships and the treatment services. -

(d) Conten! of order. An order au-
thorizin, the placement of an under-
cover agent or informant in a program
must:

(1) Specifically authorize the place-
ment of an undercover agent or an in-
formant;

(2) Limit the total period of the
placement to six months:

(3) Prohibit the undercover agent or
informant from disclosing any patient
identifying information obtained from
the placement except as necessary to
¢riminally investigate or prosecute em-
ployvees or agents of the program; and

{(4) Inciude any other measures
which are appropriate to limit any po-
tential disruption of the program by
the placement and any potential for s
real or apparent breach of patient con-
fidentiality; for example, sealing from
public scrutiny the record ¢f any pro-
ceeding for which disclosure of a pa-
tient's record has been ordered.

(e) Limitation on usge of informa-
tion. No information obtained by an
undercover agent or informant placed
under this section may be used to

crimminally investigate or prosecute any

patient or as the basis for an applica-
tion for an order under § 2.65 of these
regulations.
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